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Recent Developments in Electronic Commerce (“E-comerce”) Law

WHAT IS E-COMMERCE?

A. A Workable Definition. While electronic commerce was defined as

recently as 1996 as “[tJransacting business vietelaic means;"today the phrase is
commonly understood to have a narrower meanin@00®, electronic commerce (or
more succinctly, “e-commerQewas defined, “[b]roadly, [as] the buying andlsej of
goods and services on the InterrfetWhile questions can be raised about the scope of
this definition — Is selling or otherwise exchanginformation on the Internet itself a
form of e-commerce? What about a currency swapstregreed to after an exchange of
conversion ratio information? — it provides a waile introductory framework for

understanding e-commerce.

! D. Lambert, “Glossary of Terms,”
http://pages.prodigy.com/edibooks/edigloss.htmI#ELD6).

2 S. Geer, Pocket Internet. 83 (2000).




B. Historical Antecedents A host of other forms of commercial interchange

could be identified as antecedents of e-commeebegitaphs, telephones, teletypes, and
fax machines are all telecommunications devicestthee been used to facilitate
commercial transactiorisin addition, electronic data interchange (“B0¢$ a means for
the electronic exchange of data related to busimassactions. Since 1979, the
Accredited Standards Committee (“AS&X12 has developed more than 275 transaction
sets for conducting business electronically contrast to commerce transacted through
the use of telegraphs or fax machines, or through &ur focus will be primarily on
transactions taking place on the Internet and, margcularly, on the world wide web
(“www” or simply the “web).

C. Contemporary Examples There are many present-day examples of

e-commerce. Perhaps the best known is Amazonloemiwww.amazon.com).

Amazon is one of the world’s preeminent “businessonsumer” (“‘B2C) sites. The
EARTH'S BIGGEST BOOKSTORE®and Jeff Bezos, its CEO and founder, have been
icons of both the explosive rise and the precigtfall of stock valuations of e-commerce

companies. Amazon has expanded far beyond boousselling everything from CD’s

SeeR.A. Horning, “The Enforceability of Contracts Neated in Cyberspace,” 5
Int’l J. of Law and Information TecH 09, reprinted in Cyberspace Lawschool
‘01 503 (2001) for a discussion of issues regardiegahmation and enforcement
of contracts that refers to precedents dealing eatflier technologies.

4 See“What is ASC X12?,”
http://www.x12.0org/x12org/about/index.html?whattsah

° No. 2176491, registered July 28, 1998. Bp://tess.uspto.gov.



to video cameras. The pervasive appeal of Amazppsoach to consumer-oriented
e-commerce is reflected in its new business: runnieb sites for other retailers.

In a deal similar to the agreement reached byhtsg, Toys "R" Us, Babies "R"

Us will sell its inventory of thousands of baby guats on a site operated by

Amazon.com. Amazon will have responsibility fdlifig orders and accepting

returns and is adding features like a one-clickcpasing toof.

Founded in 1995, a year after Amazon, the on-lustian house eBay Inc.
(www.ebay.com) has demonstrated another way intwdcommerce can flourish.
While Amazon has continued to amass losses, eBagnhde money by allowing
consumers to offer fellow consumers their prizadgomerly prized) possessions. On
eBay and its global sites, ranging from eBay Newl&ed to eBay Switzerland, people
throughout the world are able to bid upon, buy, s&ltleverything from a “Tibetan
Antiqu [sic] Prayer Table”to “Tiger Woods Wheaties Boxes Never Openfedii’this
regard, eBay is an example of a “consumer-to-coesu(fC2C") (or perhaps, more
accurately, a “consumer-to-business-to-consumé&2B2C))) site.

In contrast to Amazon and eBay, many observerg\elhat the real economic

significance of e-commerce will be based upon lmssrto-business (“B2B

transactions, including company to company exchaage industry-wide marketplaces.

6 M. Slatalla, “Online Shopper: When Familiarity BdseTemptation,” New York
Times http://www.nytimes.com/2001/04/19/technology/1¥H¥Mhtml (April 19,
2001).

! http://cgi.ebay.com/aw-cgi/eBaylSAPL.dII?Viewltent&mn=1425363261

8 http://cgi.ebay.com/aw-cgi/eBaylSAPL.dII?Viewltent&mn=1134393909



In terms of dollars, Gartner predicts the globaBB@arket will be worth $7.3
trillion, or 7 percent of the total global econorby,2004. The largest single
portion—40 percent—will be the $2.7 trillion of gie®and services transacted
through e-marketplaces. The rest will be throudteoe-commerce pursuits of
individual companies, such as Internet EDI, extrsnend Web storefronts.
Commerce One, Inc. (www.commerceone.com), Ariba, (www.ariba.com), and Agile
Software Corporation (www.agilesoft.com) are amtrmgcompanies providing B2B
infrastructure softwar®. Agile Buyer™ from Agile is an example of the typesoftware
that can be used to facilitate B2B e-commercealldivs a user, such as a company
building an electronic device, to work with its gliprs to facilitate procurement of
components by sharing price, inventory, and othiarmation. By exchanging
information over the Internet, a company can euwalecampeting bids quickly and

identify the best suppliers for different comporsent

D. Future Possibilities The web has been with us only a short whilee Th

TCP/IP protocol that provides the foundation fobvikaffic was not adopted by the
Advanced Research Project Agency (“ARPAf the U.S. Department of Defense until
1983; the first graphical web browser, Mosaic, wasreleased until 1993. E-

commerce may evolve in radically different direngdy 2003, let alone 2033. There are

° R. Memishi, “B2B Exchanges Survival Guide,” Interi¢orld Magazine
(January 1, 2001), http://www.internetworld.com/0@0/01.01.01featurel.jsp.

10 Russo & Hale LLP (www.computerlaw.com) has représggile Software
Corporation.

1 SeeS. Greer, suprat 8-9. For a detailed examination of how thermet came

into being, se&. Hafner and M. Lyon, Where Wizards Stay Up L&tke Origins
of the Interne(1996).




at least five different axes along which e-commeregolution might be measured; these
can be labeled gmarticipation, content, modality, specificity, andaugmentation

Participation specifies the numbers of people and firms througttze world that
are involved in e-commerce. As access to theretespreads, and as people and firms
become more accustomed to purchasing goods andeseon the Internet, participation
will increase. Just how rapidly participation ieases is a question whose answer will
likely determine whether staggering amounts of wentapital turn out to have been
wisely invested or mistakenly squandered.

Content describes the types of things that may be bougitald in e-commerce
transactions. With some limited exceptions (babies body parts, among others), there
appear to be very few consumer goods that cannatiti®ned on eBay. Services are
another matter. Many consumer services are offely by small firms. As
participation grows, content increases, modalitiedtiply, and transaction costs should
fall; in addition, choices should increase and lecamsumer services may become more
available through e-commerce. (Yes, babysitter.bambeen registered already.)

As businesses strive to lower overhead costs fuathé become increasingly
virtual enterprises, more and more specializedn®ass services may become negotiated
through e-commerce transactions. Firms seekingcesrmay be offered both choices
between a greater number of service providers modchoices among a greater range of
services with a much greater granularity of serafterings. A semiconductor
manufacturer may seek out an electrical engineerhas had a minimum of two years’

experience designing /O circuits for IEEE 1394pshi Whereas consumer e-commerce



services may become more locally focused, busiaessnmerce services may permeate
the globe, reaching firms and individuals from Hststo Bangalore.

Modality refers to the technological devices that allow tnparticipate in
e-commerce transactions. At the present time, mangt most, users engage in
e-commerce through networked desktop or other ctenfuHowever, one can also use
PDA'’s, cell phones, and other handheld devicesaio gccess to the Internet. As
wireless devices and voice-recognition softwareobemore pervasive, voice-based
technologies may become a progressively more irmpbrheans by which e-commerce is
transacted. The billboards that scream for atterdn the 101 freeway may be
supplemented by intelligent, wireless voicegranas ktierald new low prices on Big
Mac’s or bark out offers for specials on lattethat Starbucks located just two blocks
from the next exit.

Specificity refers to the degree to which an e-commerce tcéingsasatisfies the
particular needs of a given individual or firm. the case of the semiconductor
manufacturer described above, a high degree offgpigovould be achieved, but
specificity can be pursued even further. Consuraersaccustomed to purchasing mass-
produced goods, but as manufacturing techniquesngtigent design processes
improve, even cars may become totally customizegdaticular individuals. The doors
for one person’s Toyota Prius hybrid gas/electuimomobile may be larger, and the seat
backs higher, than for another person. With gresggecificity, the information necessary

to effect an e-commerce transaction will increasengtically.



Augmentation describes the degree to which an e-commerce ttmsas

negotiated with the assistance of a comptit&alhen computer assistance is low for both
the seller and the buyer, the entire system is@grimarily as a communications
conduit: the buyer transmits an order to the séfleyugh the Internet in much the same
way as the buyer might have sent an order to ther s#a fax or over the telephone.

With increasing computer assistance, (a) the &kgstem might be able to check
inventories, re-compute prices to take accounaltessor other special offers, and even
pro-actively suggest goods or services that migpeal to the buyer, while (b) the
buyer’'s system might be able to seek out compethids from different sellers, identify
alternative goods or services that might be equsatisfactory to the buyer, and perhaps
even negotiate prices or delivery terms.

The augmentation continuum extends --- in two déifie dimensions, i.efor both
seller and buyer --- from zero to virtually infiaithachine assistance. Simplifying this,
we can consider four cases in which the sellerthaduyer have relatively low or
relatively high assistance from a computer in negiog an e-commerce transaction;

these alternatives can be roughly categorizedwoaby-two matrix as follows:

12 Douglas C. Engelbart articulated the concept offfan augmentation.” See
e.g, D. C. Engelbart and W. K. English, “A Researantr for Augmenting
Human Intellect,” AFIPS Conference Proceedingef1968 Fall Joint
Computer Conference, San Francisco, CA, Decemi&8, Mol. 33, pp. 395-
410, http://www.histech.rwth-aachen.de/www/queksgelbart/
ResearchCenter1968.html. Human augmentation stheuttntrasted with
artificial intelligence.



Seller: Low Computer Seller: High Computer
Negotiating Assistance Negotiating Assistance

Buyer: “Mom and Pop” Web storefront| Simple Amazon transaction
Low
Computer (simple order form transmitted
Negotiating | through the web and is
Assistance | processed manually)

Buyer: Buyer compares offers through| Buyer’s program stock trading

High MySimon.com and then places| system automatically places orde
Computer order with “Mom and Pop” Welj with automated brokerage system
Negotiating | storefront
Assistance

Program stock trading systems that automaticakyyae, respond to, and place orders
based upon changes in market conditions may remrese of the extremes of computer
negotiating assistance today. With future advantesmputer technology, we can
envision buyers’ and sellers’ computer “agents’dmeinig even more sophisticated and
progressively more autonomous. In some instari@@ssactions may be negotiated
entirely between autonomous computer agents.

Therefore, as participation grows, content expansjalities proliferate,
specificity increases, and augmentation develogsnemerce law is likely become
increasingly important. In the future, some of thest important questions that
e-commerce law must address are what are the practsimstances under which
transactions negotiated between such computersgahbe enforceable and to what

degree.



. SELECTED STATUTES REGARDING DIGITAL SIGNATURE S

A. Overview. Both in anticipation of and in response to depaients in
e-commerce technology, Congress and the Califéegialature have promulgated new
legislation. Much of this legislation has been @ihat establishing standards for
evaluating the legitimacy of e-commerce transasti@hectronic signatures

(“e-signature® and electronic records (“e-recoils

B. California Uniform Electronic Transaction Act.

1. Introduction. In 1999, California adopted the Uniform Elecimon

Transactions Act, Cal. Civ. C. 88 1633.1-1633thé (California UETA). This statute

was based upon a model act (“UEy&ompleted by the National Conference of
Commissioners on Uniform State Laws (“NCCUSBIn that year* According to the
NCCUSL, (a) “[t]he primary objective of this [modelct is to establish the legal
equivalence of electronic records and signaturdls paper writings and manually-signed
signatures, removing barriers to electronic commeéi®) the model act has been
adopted in 29 states (sometimes with modificatioasyl (c) in 2001, the model act has
been introduced in 15 other states, the Distric€aiumbia, and the U.S. Virgin Islants.
Although the California UETA is consistent with themary objective of the model act
as articulated by the NCCUSL, the California UETifets from the model act in several

important respects

13 The model act, with prefatory note and comments,beafound at

http://www.law.upenn.edu/bll/ulc/fnact99/1990s/ 181 dntm.

14 http://www.nccusl.org/uniformact_factsheets/unifacts-fs-ueta.htm



2. Key Provisions of the California UETA*® The California UETA

does not require that a transaction be conductadrehically. Cal. Civ. C. § 1633.5(a)
provides that “[t]his title does not require a netor signature to be created, generated,
sent, communicated, received, stored, or othemanseessed or used by electronic means
or in electronic form.” Instead, the California UK creates a set of rules that apply if
parties voluntarily elect to transact their busgelectronically: “This title applies only to
a transaction between parties each of which haseddo conduct the transaction by
electronic means.” Cal. Civ. C. 8 1633.5(b). Bletute suggests that if there is a
disagreement as to whether the parties agreechttucbthe transaction electronically, a
court or other tribunal will be able to draw upohraad range of evidence to ascertain
what the parties elected: “Whether the partieseatpeonduct a transaction by electronic
means is determined from the context and surrogncncumstances, including the
parties' conduct.”_lbid

If the parties have agreed to conduct a transaetegtronically, then the core
provisions of the California UETA operate to makeit agreement enforceable. These
are spelled out in the four subsections of Cal. Civg§ 1633.7:

(a) A record or signature may not be denied lefjateor enforceability solely
because it is in electronic form.

(b) A contract may not be denied legal effect dosseability solely because an
electronic record was used in its formation.

(c) If a law requires a record to be in writing,elactronic record satisfies the law.

15 This is not an exhaustive description of the Catifa UETA. There are

numerous other provisions of this statute thahateliscussed in this overview.



(d) If a law requires a signature, an electrorgmature satisfies the law.

Other parts of the California UETA provide supgortthis basic conceptual
framework. The California UETA does not requirepoohibit the use of any particular
digital signature technology, e, g does not demand that a digital signatureffeced
using public key encryption (“PKEtechniques. Instead, the California UETA spiesif
rules of attribution, beginning with the princigleat “[a]n electronic record or electronic
signature is attributable to a person if it wasdhbeof the person.” Cal. Civ. C. §
1633.9(a). In addition, Cal. Civ. C. § 1633.10aidxes rules that apply if “a change or
error in an electronic record occurs in a transimmsbetween parties to a transaction....”

The California UETA also offers a set of rules thalidate many existing Internet
transactions and that may provide a foundatiomfoch more sophisticated e-commerce
transactions in the future. Cal. Civ. C. § 1633idvides rules for “automated
transactions” (which are defined in Cal. Civ. CL&33.2(b)):

(a) In an automated transaction, the following sweply:

(1) A contract may be formed by the interactiorelgictronic agents of the parties,

even if no individual was aware of or reviewed ¢hectronic agents' actions or

the resulting terms and agreements.

(2) A contract may be formed by the interactioranfelectronic agent and an

individual, acting on the individual's own behailffor another person, including

by an interaction in which the individual performgions that the individual is
free to refuse to perform and which the individkrbws or has reason to know

will cause the electronic agent to complete thedaation or performance.

(b) The terms of the contract are determined bysthestantive law applicable to
it.



Section 14 of the model act, upon which Cal. Civg@633.14(a) was based, was
intended to address some of the epistemologicélgmms of e-commerce:

This section confirms that contracts can be forimgdhachines functioning as

electronic agents for parties to a transactionetfates any claim that lack of

human intent, at the time of contract formatiorgvents contract formation.

When machines are involved, the requisite interflimns from the programing

and use of the maching.

Nonetheless, the California UETA does not elimirat€alifornia legal
requirements for memorializing transactions on pape signing documents by hand.
There are numerous limitations on the applicatiothe California UETA. It does not
apply to transactions that are subject to: (1) I§&] governing the creation and execution
of wills, codicils, or testamentary trusts”; (2) Rision 1... of the Uniform Commercial
Code, except Sections 1107 and 12067; (3) “Divisi8n., 4..., 5..., 8..., 9..., and 11... of
the Uniform Commercial Code”; or (4) “A law thaigures that specifically identifiable
text or disclosures in a record or a portion oéeord be separately signed, including
initialed, from the record. However, this paradrawmes not apply to Section 1677 or
1678 of this code or Section 1298 of the Code wofl Grocedure.” Cal. Civ. C. 8
1633.3(b). In addition, the California UETA doest apply to a host of specific
transactions described in various other enume@édifbrnia statutes. Cal. Civ. C. §

1633.3(c). Itis very important to note, howeuhst the status of at least some of these

exceptions (a) has been called into question betiaetment of the E-Sign Act

16 Comment 1 to Section 14 of the model act; see

http://www.law.upenn.edu/bll/ulc/fnact99/1990s/ 181 dntm.



(discussed below) and (b) may change, dependinghether S.B. 97 (discussed below)
becomes law.

3. Differences Between the California UETA and the Modl Act.

There are important differences between the CalidoETA and the model act. Among
other things"’
a. California incorporated numerous exceptions ¢osttope of its statute that
are not found in the model act (see especi@lif. Civ. C. § 1633.3(c));
b. California imposed special limitations on the meahereby parties might
agree to conduct a transaction electronically (3ale Civ. C. § 1633.5(b));
C. California’s rules for determining when an e-mecbas been sent and
received differ those set forth in the model aee(@al. Civ. C. §
1633.15); and
d. California has not --- to date --- adopted secti6 of the model act
dealing with “transferable records”; these areasrds that “(1) would be
a note under [Article 3 of the Uniform Commercialde] or a document
under [Article 7 of the Uniform Commercial Codellife electronic record
were in writing; and (2) the issuer of the elecicarecord expressly has

agreed is a transferable recotg|.”

o This is not a complete list of the differences ledwthe California UETA and the

model act. There are other differences that arelisoussed in this overview.

18 Section 16 of the model act; see

http://www.law.upenn.edu/bll/ulc/fnact99/1990s/18£1dntm.



4. Proposed Changes to the California UETA State Senator

Byron Sher introduced S.B. 97, “[a]n act to repmad add Title 2.5 (commencing with
Section 1633.1) of Part 2 of Division 3 of the C@bde, relating to electronic
transactions,” on January 18, 2001. Among othiegt}® S.B. 97 would:
a. substantially revise California’s exceptionshe scope of its statute
(compare Cal. Civ. C. § 1633.3 with the proposed revisedb§3.3 in
S.B. 97); and
b. introduce new rules for transferable records {segroposed revised §
1633.16 in S.B. 97).
S.B. 97 was referred to the Rules Committee ofxhkfornia Senate on February, and
as of April 24", it remained with that committég.

C. Uniform Computer Information Transaction Act. The Uniform

Computer Information Transactions Act (“UCITAs another model act that was
completed by the NCCUSL in 1999. UCITA had itsteom the proposed Article 2B of

the U.C.C., but the NCCUSL decided to propose UC#EA separate model 3ct.

19 This is not a complete list of the changes that SBwould make in the
California UETA. There are other changes thatnatediscussed in this overview.

20 Seehttp://www.assembly.ca.gov/acs/acsframeset2temt.ht

2 F. H. Miller and C. C. Ring Jr., “Article 2B's Nedniform: A Free-Standing
Computer Information Transactions Act,” VBA Jourialily 1999),
http://www.vba.org/july99.htm#uniform.




According to the NCCUSL, UCITA:

provides a comprehensive set of rules for licensomgputer information,

whether computer software or other clearly ideedifiorms of computer
information._ Computerized databases and computenmagsic are other examples
of computer information that would be subject tolU& It would also govern
access contracts to sites containing computerrrdtion, whether on or off the
Internet. UCITA would also apply to storage desicguch as disks and CD's that
exist only to hold computer informatio®ther kinds of goods which contain
computer information as a material part of the sctonatter of a transaction may
also be made subject to UCITA by express referenaecontract. Otherwise,
other law would apply, such as the law of saleeases for most transactions.
UCITA would not govern contracts, even though they be licensing contracts,
for the traditional distribution of movies, book&riodicals, newspapers, or the
like.??

Whereas UETA has been widely adopted, UCITA'’s reoaas been tepid, at
best. According to the NCCUSL, as of April'24he model UCITA had only been
adopted in two states, Maryland and Virginia, arthd been introduced in only five
other states, Arizona, lllinois, Maine, New Jersayl Texas® Many organizations that
oppose UCITA have banded together to form “AFFE@Imericans for Fair Electronic
Commerce Transactions” (which managed to gain the/wcita.com domain name).
AFFECT’s members include the American Library Asation, Sun Microsystems, Inc.,
Consumer Federation of America, and The Principadrcial Groug? Organizations
that support UCITA have formed the “Digital Comme(Coalition (‘DCC’),” and

include AOL Time Warner, the Business Softwareakitie, Intel, Microsoft, and the

22 http://www.nccusl.org/uniformact_summaries/unifootsas-ucita.htm

(emphasis added).

= Seehttp://www.nccusl.org/uniformact_factsheets/umfacts-fs-ucita.htm.

24 Seehttp://www.ucita.com/who.html.



National Association of Securities Deal&tsAs of April 24", UCITA had not been
introduced in Californig®

D. Electronic Securities Transaction Act The Electronics Securities

Transactions Act was a bill introduced by Senatbraham on April 29, 1999 as S.921 in
the 108' Congress. As introduced, it would have:
Amended] the Securities Exchange Act of 1934 ardriiestment Advisers Act
of 1940 to permit a registered broker, dealer di@nagent, or investment adviser,
respectively, to: (1) rely upon an electronic sigin@ on any document submitted
by a customer or counterpart; and (2) use suclasigain the conduct of
business with any customer or counterpart.

Stated] such electronic signature shall not beetkl@igal effect, validity and
enforceability solely because it is an electromynature. [and]

Pre-empted] State law with regard to the use oélsnce on such signature by
such registered persofis.

Although it was co-sponsored by Senators Lott am8in, among others, it was simply
referred to the Committee on Banking and has niobgen enacted into law.

E. Electronic Signatures in Global and National Commerce Act

1. Introduction. While the Electronics Securities Transactions Ac
languished in the Senate Banking Committee, andiitidsy Senator Abraham (as
modified by another House bill and action by thenfecence Committee) became law on

June 30, 2000, when former President Clinton “wsddital smart card with his dog's

% eehttp://www.ucitayes.org/who/.

26

z I

eehttp://www.nccusl.org/uniformact_factsheets/umfacts-fs-ucita.htm.

27
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[~bd3UY7:@@@L&summ2=m&|/bss/d106query.html|.
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name as the corresponding passwdr@ind a pen, as well, to overcome any doubts about
self-referential validity) to sign the “ElectronBignatures in Global and National
Commerce Act” (the “E-Sign AL, Pub. L. No. 106-229, 114 Stat. 464 (2000), 15

U.S.C. 88 7001-703%. The E-Sign Act is particularly important, beca(akit is one of

the first federal e-commerce statutes, (b) it hagaificant effect on UETA generally,

and the California UETA, in particular, and (cyléscribes the U.S. position on what may
become international standards for determinings/élielity of e-signatures worldwide.

2. Key Provisions of the E-Sign Act There are both significant

similarities and very important differences betwésn E-Sign Act and UETA,
particularly the California UETA.

a. Generally Does Not Require That Transactions Be

Conducted Electronically. To a great extent, the E-Sign Act does not mignitheat

transactions be conducted electronically. 15 U.§.7@001 (b) provides that: “[t]his

subchapter does not-— ... (2) require any persagree to use or accept electronic records

28 D. Murphy, “E-Sign Act is Now Law” (6/30/00),
http://dgl.com/itinfo/2000/it000630.html.

29 As originally enacted, the E-Sign Act consistedauir titles: (1) “Electronic
Records and Signatures in Commerce”; (2) “TranbferRecords”; (3)
“Promotion of International Electronic Commercefida(4) “Commission on
Online Child Protection.” Pub. L. No. 106-229. eTtirst three titles of the E-
Sign Act were codified at 15 U.S.C. 88 7001-708&; fourth title can be found as
anote to 47 U.S.C. § 231. Sde5.C.A. Tables, Statutes at Large, Pub. L. No.
106-229. This overview will focus primarily on thest title of the E-Sign Act,
and it will not discuss the fourth title of the kgB Act at all. In addition, several
other aspects of the E-Sign Act, including, butlimtted to, record retention
issues, are not discussed in this overview.



or electronic signatures, other than a governmeg@hcy with respect to a record other
than a contract to which it is a party.” With #eception of certain obligations imposed
upon government agencies, this is in keeping vhighspirit of the California UETA.

Cf. Cal. Civ. C. § 1633.5(a).

b. Initial Broad Statement of Scope for Core Prodions On

the other hand, the fundamental provisions of t#&dh Act — those that validate e-
signatures, e-contracts, and e-records — are giwany broad range of application.
15 U.S.C. § 7001(a) provides:
(a) In general
Notwithstanding any statute, regulation, or oth#e of law (other than this
subchapter and subchapter Il of this chapter), r@fipect to any transaction in or
affecting interstate or foreign commerce--
(1) a signature, contract, or other record relatinguch transaction may not be
denied legal effect, validity, or enforceabilityaly because it is in electronic
form; and
(2) a contract relating to such transaction may natdreed legal effect, validity,
or enforceability solely because an electronic aigre or electronic record was
used in its formation.
Whereas the California UETA establishes a volun&ss standard to determine the
validity of an e-transaction --- “This title appi@nly to a transaction between parties

each of which has agreed to conduct the transabtia@lectronic means.” Cal. Civ. C. 8

1633.5(b) --- the E-Sign Act generally confers a#yi on an electronic “signature,



contract, or other record” relating to “any trartgatin or affecting interstate or foreign
commerce ®

c. One Can Potentially Opt Out of the E-Sign Act Immediately

after the general statement of scope set forthi.5.C. § 7001(a) comes 15 U.S.C. §
7001(b), which describes general classes of rigiisobligations that are preserved
notwithstanding the E-Sign Act:

(b) Preservation of rights and obligations

This subchapter does rot

(2) limit, alter, or otherwise affect any requiremenposed by a statute,
regulation, or rule of law relating to the rightsdeobligations of persons under
such statute, regulation, or rule of law other tharquirement that contracts or
other records be written, signed, or in noneledtréorm; or

(2) require any person to agree to use or acceptetectrecords or electronic
signaturesother than a governmental agency with respeatrexord other than a
contract to which it is a party.

(Emphasis added.)

30 As used in the E-Sign Act, the term “transactiaitself defined very broadly:

The term "transaction” means an action or set b€ relating to the conduct of
business, consumer, or commercial affairs betwswerot more persons,
including any of the following types of conduct--

(A) the sale, lease, exchange, licensing, or othpodison of (i) personal property,
including goods and intangibles, (ii) services, @imdany combination thereof; and

(B) the sale, lease, exchange, or other dispositi@ampinterest in real property, or
any combination thereof.

15 U.S.C. § 7006(13).



The proper interpretation of the interaction betv&b U.S.C. § 7001(a)(1) and
15 U.S.C. 8 7001(b)(2) is open to debate. Somenzamtators have concluded that
“[tlhe new law does not require that transactioasbnducted by electronic means or
consummated by e-signatures; instead, it merelljtédes transactions that parties
choose to conduct electronicalff.On the other hand, another commentator has
expressed the view that:
E-Sign does not require any particular conditianbd met in order for its
electronic contracting provisions to apply. Quassi of intent to sign or intent to
engage in other legal acts are left untouched antrwed to be governed by
other law, whether transactions were conductedrelacally or on paper.
UETA’s provisions, on the other hand, only applthié parties agree to conduct
transactions electronicalfy.
Can one opt out of E-Sign? The answer is like¥es,” if there is an express, mutual
agreement to do so.
There are at least three ways in which 15 U.S.T0®&L(a)(1) and 15 U.S.C.
§ 7001(b)(2) could be read together. First, 81{&f{1) could be given precedence over
§ 7001(b)(2); in other words, when the E-Sign Astss“a signature, contract, or other

record relating to such transaction may not beetklagal effect, validity, or

enforceability solely because it is in electror@on,” that is what is meant, and when it

3 M.E. Arruda and I.A. Shestakova, “US Enacts E-Sifjme Electronic Signatures
in Global and National Commerce Act,” 15 Computaml Association Bulletin
99 (2000) (footnote omitted).

32 M.D. Scott, “UCITA and E-Signature Legislation,” @yberspace law School ‘01
566, 582 (2001) (footnotes omitted). At the begigrof this article, it is noted
that “[t]he following materials are reprinted wiplermission from Chapter 6 of
the new edition of Scott on Computer L&d ed. 2001 Aspen Law & Business).”
Id. at 566.




says “subchapter does not- ... require any pesagree to use or accept electronic
records or electronic signatures...,” all that nseigrthat the E-Sign Act is not compelling
any person to enter into, or attempt to enforcg,camtract. This would appear to give
far too little weight to 8 7001(b)(2). Second,®)7(b)(2) could be given precedence
over § 7001(a)(1); that is to say that the E-Sigh ghould be read in much the same way
as Cal. Civ. C. § 1633.5(b): “This title appliedyoto a transaction between parties each
of which has agreed to conduct the transactiornidsptrenic means.” Cal. Civ. C. §
1633.5(b). That would appear to be equally untseatisry, because (a) it makes a
mockery of the general statement in § 7001(a)(d)(ahif Congress had intended that
the E-Sign Act be read in the same way as UETA g@zss could have followed the
UETA language precisely. A third alternative igda&e particular note of the introductory
language in 8 7001(a) and the express qualificaatrorth in § 7001(a)(1):

(a) In general

Notwithstanding any statute, requlation, or othae of law(other than this

subchapter and subchapter Il of this chapter), r@tipect to any transaction in or
affecting interstate or foreign commerce--

(1) a signature, contract, or other record relatinguch transaction may not be
denied legal effect, validity, or enforceabilityaly because it is in electronic
form; ....
(Emphasis added.) With this in mind, one may peshze able to read § 7001(a)(1) as
merely rendering nugatory state and federal stauthit would otherwise require paper
documents or ink signatures, while leaving roomtfansacting parties to agree not to be

bound by the E-Sign Act. In other words, while E&&ign Act might overcome a

requirement in a state statute of frauds, it watildlleave room for the parties



to a contract to agree between themselves thaitheact itself (or an amendment to it)
must be written on paper and signed in ink. I dage, a reviewing court might be able
to deny “legal effect, validity, or enforceabilityd the purported contract if it were never
signed, but such a court would not be doing_scelgdiecause it is in electronic form”;
instead, the court would be relying upon a specibictractual provision that is in
addition to the electronic form of the contract.

Until these issues are resolved by amendmentet&48ign Act or an
authoritative court decision, perhaps the most¢hatbe said is: (1) parties can probably
opt out of the E-Sign Act; (2) they will probablplg be able to do so if there is an
express, mutual agreement to do so; and (3) ietlsea dispute between the parties, the
E-Sign Act is subject to judicial interpretatioA. court deciding such a dispute could
presume that e-signatures and e-contracts are utatould presume that they are not
valid if the parties have expressly and mutuallsead otherwise; or it could decide not to
apply any presumption and resolve the disputesopatticular facts. How the first courts
to confront these issues resolve them could beiwgpgrtant in terms of the future
development of e-commerce law.

d. Specific Exceptions for Consumer DisclosuresDespite the

broad general scope of the E-Sign Act, it alsobdistaes rigorous standards that must be
met in the case of certain consumer disclosureaomy other things, these standards

include specific procedures for determining whetheonsumer has consented to receive



information electronically that, pursuant to otkexs, must be disclosed to a consumer in
writing. 15 U.S.C. § 7001(c) provides, in p&rt:

(c) Consumer disclosures

(1) Consent to electronic records

Notwithstanding subsection (a), if a statute, ragah, or other rule of law
requires that information relating to a transactorransactions in or affecting
interstate or foreign commerce be provided or neada@lable to a consumer in
writing, the use of an electronic record to provialenake available (whichever is
required) such information satisfies the requirentleat such information be in
writing if—

(A) the consumer has affirmatively consented to swehand has not withdrawn
such consent;

(B) the consumer, prior to consenting, is providechvatclear and conspicuous
statement--

(i) informing the consumer of (I) any right or optiohthe consumer to have the
record provided or made available on paper or metextronic form, and (Il) the
right of the consumer to withdraw the consent teetthe record provided or made
available in an electronic form and of any condisipconsequences (which may
include termination of the parties' relationship), fees in the event of such
withdrawal,

3 15 U.S.C. 8§ 7001(c) contains other subsectionstlzar@ are other parts of the E-
Sign Act that provide additional protections fonsamers that are not discussed
in this overview. Among other things, the E-Sigct Also contains a specific
provision that:

(A) Preservation of consumer protections
Nothing in this subchapter affects the contentroiny of any disclosure
or other record required to be provided or maddaiva to any consumer

under any statute, regulation, or other rule of. law

15 U.S.C.A. § 7001(c)(2)(A).



(i) informing the consumer of whether the consentiapgl) only to the particular
transaction which gave rise to the obligation toote the record, or (Il) to identified
categories of records that may be provided or ragdiable during the course of the
parties' relationship;

(i) describing the procedures the consumer must usetholraw consent as
provided in clause (i) and to update informatioedexl to contact the consumer
electronically; and

(iv) informing the consumer (I) how, after the conséim¢, consumer may, upon
request, obtain a paper copy of an electronic tek@rd (Il) whether any fee will be
charged for such copy;

(C) the consumer--

() prior to consenting, is provided with a statemanthe hardware and software
requirements for access to and retention of thetreleic records; and

(i) consents electronically, or confirms his or hersent electronically, in a manner
that reasonably demonstrates that the consumeracesss information in the
electronic form that will be used to provide thioinmation that is the subject of the
consent; and

(D) after the consent of a consumer in accordancesultparagraph (A), if a change

in the hardware or software requirements needacdess or retain electronic records
creates a material risk that the consumer will lb®table to access or retain a
subsequent electronic record that was the suljéot consent, the person providing

the electronic record--

() provides the consumer with a statement of (ly¢ivesed hardware and software
requirements for access to and retention of thetreleic records, and (Il) the right
to withdraw consent without the imposition of ame$ for such withdrawal and
without the imposition of any condition or conseqeethat was not disclosed under
subparagraph (B)(i); and

(i) again complies with subparagraph (C).

Two commentators have summarized the differendessiea the scope of UETA and

the E-Sign Act as follows:

Like UETA, E-Sign does not require anyone to usetebnic media. However,
while UETA contains a very general provision limdiits application to



transactions in which both parties have at leagtiedly "agreed” to conduct
transactions using electronic media, E-Sign reguinat consumers have
affirmatively consented before electronic media lbarused to satisfy legal
requirements to provide information to the conswsmemvriting. Thus, while
UETA imposes a threshold requirement, even in lassifio-business electronic
commerce, that both parties have agreed - atlgasteir conduct or as indicated
by the context - to use electronic media beforstexg signature and writing
requirements become inapplicable, E-Sign imposaseh more onerous consent
requirement but only with respect to transactionh wonsumers and, even then,
only with respect to certain information.

R. A. Wittie and J. K. Winn, “E-Sign of the Timedttp://www.kl.com/practiceareas
ltechnology/pubs/page20.STM (hereinafter “E-Sigthef Times”) (footnotes omitted).

e. Other Classes of Exceptionsin addition to the exceptions for

consumer disclosures described in 15 U.S.C. 8§ ©)0he E-Sign Act contains many
other exceptions to its general scope. Among dthiegs, it does not apply to statutes
“governing the creation and execution of wills, ioild, or testamentary trusts,” 15
U.S.C. § 7003(a)(1), state laws “governing adopttworce, or other matters of family
law,” 15 U.S.C. § 7003(a)(2), or “the Uniform Commmial Code, as in effect in any
State, other than sections 1-107 and 1-206 andléstR and 2A,” 15 U.S.C. §
7003(a)(3). In addition, 15 U.S.C. § 7003(b) pdes that:

The provisions of section 7001 of this title shadt apply to—

(1) court orders or notices, or official court docuntsefincluding briefs,

pleadings, and other writings) required to be etemtin connection with court

proceedings;

(2) any notice of--

(A) the cancellation or termination of utility servsc@ncluding water, heat, and
power);



(B) default, acceleration, repossession, foreclogureyiction, or the right to
cure, under a credit agreement secured by, ortal i@greement for, a primary
residence of an individual;

(C) the cancellation or termination of health insueanc benefits or life insurance
benefits (excluding annuities); or

(D) recall of a product, or material failure of a puot that risks endangering
health or safety; or

(3) any document required to accompany any transpamtat handling of
hazardous materials, pesticides, or other toxaamgerous materials.

f. Electronic Agents May Form Contracts Like the California

UETA (seeCal. Civ. C. § 1633.14), the E-Sign Act containmavision that recognizes

the possibility of contracts being formed betwelstteonic agents.

A contract or other record relating to a trangactn or affecting interstate or
foreign commerce may not be denied legal effedigliéy or enforceability solely
because its formation, creation, or delivery inealthe action of one or more
electronic agents so long as the action of any stesttronic agent is legally
attributable to the person to be bound.

15 U.S.C. § 7001(h).

g. Transferable Records In contrast to the California UETA, the

E-Sign Act contains specific provisions dealinghatitansferable records. 15 U.S.C. §

7021(a)(1) provides that:

The term “transferable record” means an electroetord that--

(A) would be a note under Article 3 of the Uniform Guercial Code if the
electronic record were in writing;

(B) the issuer of the electronic record expresslyagased is a transferable record;
and

(C) relates to a loan secured by real property.



15 U.S.C. 88 7021(b)-(c) specify the conditiondemwhich a person is deemed to have
control over a transferable record with referemctatsystem employed for evidencing
the transfer of interests in the transferable mcot 15 U.S.C. § 7021(d) then describes
the rights of a person having control over a traraile record:

Except as otherwise agreed, a person having casfteotransferable record is the
holder, as defined in section 1-201(20) of the tmf Commercial Code, of the
transferable record and has the same rights artsles as a holder of an
equivalent record or writing under the Uniform Coemial Code, including, if
the applicable statutory requirements under se@&i802(a), 9-308, or revised
section 9-330 of the Uniform Commercial Code atesBed, the rights and
defenses of a holder in due course or a purchasgrectively. Delivery,
possession, and endorsement are not requireddmaitexercise any of the
rights under this subsection.

h. International Issues The E-Sign Act goes on to attempt to
promote the acceptance of its terms and principtesnationally. Pursuant to 15 U.S.C.
§ 7031(a)(1):
The Secretary of Commerce shall promote the aceeptand use, on an
international basis, of electronic signatures icoagance with the principles
specified in paragraph (2) and in a manner condistéh section 7001 of this
title. The Secretary of Commerce shall take aibas necessary in a manner
consistent with such principles to eliminate orusgl to the maximum extent
possible, the impediments to commerce in electrsigicatures, for the purpose of
facilitating the development of interstate and igmecommerce.
Among other things, the principles specified inll5.C. § 7031(a)(2) include the
following: “(B) Permit parties to a transaction to determine gpg@priate authentication

technologies and implementation models for thaingactions, with assurance that those

technologies and implementation models will be gaized and enforcetf’

34 There is a certain irony in this part of the E-SAyrt, because the act itself (as

well as UETA) appears to have roots in the Unitediddhs Commission on



It is not clear whether this approach to promotingorm international
recognition of certain aspects of e-commerce valfroitful. “The interoperability of the

Act with a kindred piece of legislation in the EU the Directive on a community

International Trade Law (“UNCITRAL “Model Law on Electronic Commerce
with Guide to Enactment” (which can be found at
http://www.uncitral.org/english/texts/electcom/ndeenm.htm).

The core provisions of E-Sign and UETA are subsadiynthe same and
are drawn from the 1996 UNCITRAL Model Law on Electic
Commerce. These provide that neither a signatura maiting may be
denied legal effect solely because it is in eleggtrdorm, nor may a
contract be denied legal effect solely becausdeatrenic signature or
record was used in its formation.

E-Sign of the Times (footnotes omitted). The aatients of the UNCITRAL
model law, in turn, appear to go back to at leasthid-1980's.Seuide to
Enactment of the UNCITRAL Model Law on Electroniof@merce (1996),” 11
123f. (which can be found at http://www.uncitragjnglish/
texts/electcom/ml-ecomm.htm). The U.N. Generalefvsisly was on record as
supporting the expansion of what has become e-cooeas early as 1985:

127. That recommendation (hereinafter referreaktthe "1985
UNCITRAL Recommendation™) was endorsed by the Gankssembly
in resolution 40/71, paragraph 5(b), of 11 Decenil®85 as follows:

"The General Assembly,

"... Calls upon Governments and international oggions to take action,
where appropriate, in conformity with the Commissaecommendation
SO as to ensure legal security in the context®fatliest possible use of
automated data processing in international trade; .

Id. at 127 (footnote omitted).



Framework for Electronic Signatures — is yet tasben.® At least one commentator

has raised doubts about whether international agraecan be achieved easily:

The European Union (EU) has proposed its own agpro@avard e-signatures and
records — an approach very different from thatef United States. Among
other things, the EU, led by Germany, endorsesi$skeeof a specific technology —
public-key digital signatures. With passage of IE&$, the United States
emphatically has rejected that approach, instdadialg the parties to each
transaction to determine what technology best sl needs. Indeed, Congress
included in E-SIGN an entire title (Title Ill), leing support to US negotiators
who have been pushing for adoption of a technologytral approach in the
international aren#.

3. Preemption Issues Under the E-Sign ActThe E-Sign Act’s

provisions are complex. First, as a federal lawhiw its stated scope — “any transaction

in or affecting interstate or foreign commerce,”1%.C. § 7001(a) — the E-Sign Act

would generally preempt state law. However, cerspiecific limits on the scope of the

E-Sign Act’s preemption are set out in 15 U.S.C082(a)*’

(a) In general

A State statute, regulation, or other rule of laaymrmodify, limit, or supersede the
provisions of section 7001 of this title with respt State law only if such
statute, regulation, or rule of law--

(1) constitutes an enactment or adoption of the Umf&tectronic Transactions
Act as approved and recommended for enactment theabtates by the National
Conference of Commissioners on Uniform State Lawk399, except that any
exception to the scope of such Act enacted by & Stader section 3(b)(4) of

35

36

37

M.E. Arruda and I.A. Shestakova, supaa 103.

B. Dayanim, “The Federal Government Broadly Valkdathe Use of Electronic
Signatures and Records,” 1 E-Commerce U&yw14 (2001).

Additional details concerning the preemption rdes set forth in 15 U.S.C. §
7002(b)-(c).



such Act shall be preempted to the extent suchpgixeeis inconsistent with this
subchapter or subchapter Il of this chapter, orld/oot be permitted under
paragraph (2)(A)(ii) of this subsection; or

(2)(A) specifies the alternative procedures or requirésien the use or
acceptance (or both) of electronic records or edeat signatures to establish the
legal effect, validity, or enforceability of contta or other records, if--

(i) such alternative procedures or requirements arsistent with this subchapter
and subchapter Il of this chapter; and

(i) such alternative procedures or requirements doegptire, or accord greater
legal status or effect to, the implementation qligation of a specific technology
or technical specification for performing the funas of creating, storing,
generating, receiving, communicating, or authefitigeelectronic records or
electronic signatures; and

(B) if enacted or adopted after June 30, 2000, mgkasfec reference to this
chapter.

Generally speaking, under 15 U.S.C. § 7002, (adia! version of UETA (i.e the
version approved and recommended by the NCCUSLnailpreempted by the E-Sign
Act, (b) a state version of UETA whose scope isteohpursuant to section 3(b)(4) of
UETA may be preempted, at least to some extent(@rahy alternative laws regarding
“the use or acceptance...of electronic recorddemtr@nic signatures...” will be
preempted unle&(i) they are consistent with nearly all of the ExBAct and (i) they do
not require or give special status to particulahtelogies for handling e-records or e-
signatures. States may, therefore, be left wdlkifecult choice. If a state is not satisfied
with the “clean” version of UETA and enacts ---has previously enacted --- a modified

version of UETA or an alternative legislative scleemm runs the risk that the E-Sign Act

8 For alternative state statutes adopted after JOn2@0, specific reference must

also be made to the E-Sign Act. S&eU.S.C. § 7002(a)(2)(B).



will become the operative law for “any transactioror affecting interstate or foreign
commerce,” 15 U.S.C. § 7001(a), within its jurigabn. This is particularly important to
consider when evaluating the California UETA, beseaat least Cal. Civ. C. 88
1633.3(b)(4) and 1633.3(c) do not appear to beistamg with the electronic records and
signatures and transferable records provisionseEtSign Act.

1. CONTRACT PROVISIONS FOR E-COMMERCE.

Contract provisions for e-commerce need to evodva gesult of the rapidly
changing legislative framework. In particular, §@1s engaged in interstate or foreign e-
commerce transactions in California need to be awéthe ramifications of both the
California UETA and the E-Sign Act. Persons engageransactions in which
disclosures must be made to consumers should beypary aware of the consumer
disclosure requirements set forth in the E-Sign®Act

When drafting contract provisions for parties irflifdania that are engaged in
e-commerce, in light of both the California UETAdahe E-Sign Act, it is particularly
important to pay attention to (a) jurisdictiondd) €hoice of law, (c) dispute resolution,
and (d) contractual statute of frauds issues.

Jurisdictional issues are important, because theydetermine whether the

California UETA or the E-Sign Act will be the coaliing law. Although there are

3 Although not reviewed in this overview, personsjsabto record retention

requirements should also become familiar with thssisions in the E-Sign
Act. Seee.g, 15 U.S.C. § 7001(d).



undoubtedly some transactions that are purelystate, it is important to keep in mind
that the E-Sign Act cuts a broad swath throughetitemmerce landscape.

Choice of law issues are also important to consittefight of the preemption
provisions of the E-Sign Act, whether a contracatagotiated with an express choice of
law provision or not, it will be important to codsir whether the state whose law is to
govern the contract has enacted a “clean” versi&Ed A or not. In addition, when
dealing with a party in Virginia or Maryland, pauiar care should be given to
determining whether UCITA might be applicable twmansaction.

Dispute resolution provisions should also be sorzid. Federal and state courts
--- and different arbitrators or private judgesmay have very different approaches to
choice of law provisions, particularly in the imesgnum between today’s statutes and
tomorrow’s authoritative judicial decisions integping those statutes.

In addition, the parties should consider caref(dlywhether they want to adopt a
“contractual statute of frauds,” and, if so, (bjhilhey can best seek to preserve such a
provision in their contract, and (c) how they wotgddpond if there were a dispute over
the issue and it had to be resolved by a courbimesother tribunal. If the E-Sign Act is
applicable to a given transaction, it may be pdsgibopt out of its provisions, but that is
likely to require the parties’ express, mutual agnent, and there is always the danger
that a court may interpret the E-Sign Act to prdelsuch a “contractual statute of
frauds.” Whether or not the parties agree to atiextual statute of frauds,” they would

be well advised to consider the possibility thamaH or other informal electronic



exchanges of information could --- particularlyléeVing the enactment of the E-Sign Act
--- modify the terms of what they believed to baramutable contract.
V. SECURITY ISSUES REGARDING E-COMMERCE:

ENCRYPTION AND OTHER ISSUES.

A. Different Kinds of Threats to E-Commerce There are a variety of

threats to e-commerce from relatively small threatsich might only affect a single
individual or firm, to large threats, which coulffext hundreds or thousands of people, to
national or global threats, which could bring e-oco@nce in an entire country or
throughout the world to a sudden halt. Whateversttale of such threats, it is important
to have at least some knowledge of the types afrggeneasures that can be followed to
attempt to reduce both the likelihood of harm draldéxtent of possible damage from
such threats.

B. Types of Security

1. Physical Access SecurityEven the most secure e-commerce site

offers no protection at all if an intruder or ex@memployee can gain access to both
computer and printed records from within an e-come@eompany. Common
approaches to dealing with such threats includelaegecurity checks and locked file
cabinets and offices. Many companies will resthet ability of their own employees to
view private data of their customers. This maybe of the biggest dangers of
e-commerce, and a high security risk, but it isabjem that may not have received the

type of attention and protective measures thatsedves.



2. User Access Security By only allowing a user to gain access to

his or her own personal data after entering a paissve-commerce providers can help
ensure that other users cannot view data to whiej should not have access.

One security risk is “remembered” logins, usuadly Isy “cookies,” which are
small data files on the user’s computer. For exXantpe entire Amazon “one-click”
process is based on a cookie that remembers whi@wzAn customer you are. Cookies
pose a security risk, especially if other people gain physical access to your computer
or logical access to its data.

Another security risk is theft of passwords or yegiessed passwords. As
America Online states constantly — don’t be foddggeople calling you --- an
America Online representative will nevask you for your password. This causes a
catch-22 with physical security requirements, hasveuf service representatives cannot
see data, and they cannot ask for a passwordhthercan bugs that are tied to a specific
account be fixed? One possible solution might lteva manager signoff” procedure for
gaining access to customer-specific data, withewaling a password.

One user-based security risk that is often oveddak logging. Passwords are
usually not logged when someone logs in to a systdowever, incorrect passwords may
be, and frequently aréogged. This may help security professionald attacks, but if
you simply misspell your password (such as leaaihgfter out), then your password
could be logged, in unencrypted form, in nearly ptete status, and people that should

not have access to your password may be able 8sgjueery easily.



3. Network Security. Firewalls, Virtual Private Networks

(“YPN’s”), and private leased telecommunications linesafir@ays to enhance network
security. Firewalls on the whole can be relativgdpd at what they do. While there are
many reports about security flaws in server opegasiystems, security flaws in firewalls
do not appear to be reported as frequently. ithgortant to recognize that firewalls and
VPN'’s can, however, be compromised, especially lscamfiguration or by
compromised passwords.

4. Encryption. Encryption is the scrambling of data in such g wa
that only those who have the “key” are able to tdasible” the dat& “Strong”
encryption is encryption that cannot be “cracked"woken” even by the most powerful
computers today. “Weak” encryption is encryptibattcan be cracked by a very fast
computer, such as that run by the National SecAggncy. “Strong” and “weak”
encryption actually describe directions along aiggccontinuum. What was once
regarded as “strong” encryption may become progrelgsveaker, and encryption
techniques that might foil a single computer mayblaerable to networks of huge
numbers of computers. Still, with better encryptiechniques, particularly longer keys,
and good security procedures, particularly pickang guarding good passwords, robust
encryption is widely available.

Encryption can make networks and communicationsreegven from prying

eyes. For example, the SSL protocol is used byseelers to secure the transfer of data
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For a helpful introduction to cryptography, seeSingh, The Code Book
(1999).




between a web browser and a web server. Alsairetec mail can be encrypted so that
it cannot be read by those who intercept it. M¥RN’s and wireless networks are
encrypted so the data transfer cannot be understoed if it is viewed by someone else.

C. Recent Legislative Initiatives Regarding Encrypton.

1. Clipper Chip. The Clipper Chip was (and is) a device that
allowed for encryption of telecommunications tramssions so that most others could not
intercept them readily. However, it had built etk door” that would allow
government authorities, under certain circumstartoedecrypt the transmissions by
obtaining decryption keys from an escrow agendyis,Tof course, has greatly concerned
privacy advocates. There is a genuine and peililvggsncilable tension between the
government, on the one hand, and private citizadscampanies, on the other hand,
when it comes to encryption. These issues havbeeet resolved, and it may be some
time before they are resolved.

2. Export Controls. Until recently, the U.S. government did not

allow export of software that incorporated strongrgption techniques. Note that
“export” has been interpreted broadly — in somrewsnstances, e-commerce providers
could not even provide strong encryption in the&LSor secured web transactions. The
National Security Agency and other government aigsnitave been particularly
concerned about the use of strong encryption teciesi by certain foreign countries,
terrorist organizations, and organized crime.

Export rules have now been liberalized, to someakegProponents of

international commerce in strong encryption hadiadgthat strong encryption already



exists overseas (which seems undeniable) anddregh e-commerce and encryption
providers were simply taking business away from. dddnpanies, because they could
offer something that U.S. companies could not oftear2000, certain export controls
were modified, although strong encryption still sahbe exported to a few countries

(such as Libya and Irad).

41 See http://www.bxa.doc.gov/Encryption/Default.hton & description of

official policy regarding encryption exports.



