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Introduction

In 1969, the Advance Research Projects Agency (AR&#ched a government
funded network called ARPAnet, and the global cotepoetwork has never been the
same’ The goal of the ARPAnet (and its successors)twvaseate an internetwork of
computers within the government and research usitves. There were two primary
requirements: 1) the network had torbbust, and 2) the network had to be
standardized The end result after many years of developmest ainetwork based on
TCP/IP (Transport Control Protocol/Internet Protpoahich was adopted as a standard
in 19832

To create a robust network, the TCP/IP “packets”dmsigned to be “routable”.
That is, the packets are sent from each netwonkerg(for example a department or a

school) through a series of routers that each hasannection to several other routers. If

'For a complete history and description of the imé&rsome good sources are
Where Wizards Stay Up Late: The Origins of therimé¢, by Katie Hafner and Matthew
Lyon, Simon and Schuster (1996) and The Pocketrst, by Sean Greer, Economist
Books (2000).

2To be truly historically accurate, we note that T&ne first, and it wasn’t
combined with IP for many years.



one router is unavailable (say, due to war orpleh unreliability), then the packet
would still be delivered via a different router amodite.

To create a standardized network, TCP/IP was dedigmbe computer and
network independent. So long as the informaticgnisapsulated in a standard TCP/IP
packet, it can be processed by any other compureing a “TCP/IP Stack,” regardless
of type.

As time passed, this network grew and became gishlind commercial, which
is the internet we know today. This section disegshe basics of the internet and some
of the key lingo used. The glossary of terms gaarzed on a functional level, so that
you can both learn how the internet works whileneay key terms. Even if you are
familiar with the internet, you should review tisisction, as the various pieces of the
internet generate key areas to consider in legal/sis.

Il. The Basics

The internet works using a variety of differentdes;

MAC Address: Every network device (such as an ethernet cas)aunique
MAC (Machine Address Code). This is the only antyavay to identify the network
device on the network.

Hardware Layer: This is the term often used to describe the comaoation
standard used by specific types of network devi€égsmmon hardware layers are
ethernet, fiber optics, broadband, and token ring.

IP: This is what makes the internet go - the InteRretocol (used

interchangeably with TCP/IP, though there are tectmlifferences). Information on the



hardware layer is encapsulated into IP packets;iwtan be decoded by any other
network device that understands IP packets, evitieyf use a different hardware layer.

IP Address: This is the address that ties to the MAC Addfessny given
network device. Unlike the MAC Address, the IP Agkk can change at any time, and
more than one IP Address can be associated witA@ Mddress. The IP Address is a
four part, decimal notated number (w.x.y.z) thougtan also be represented by a large
number — companies sending spam have been knouwsetthis trick to get people to
open a web site.

Router: Unfortunately, it would take too many resouromsdvery network device
to know the MAC Address or IP Address of every catepon the internet. The
ingenious part of IP is the ability to route. Eatwork device need only know the next
“hop” in the line. Every network or subnetwork deet least one router. It is usually
called a “default” router. The IP Packet is senthte default router, which then sends the
packet to the next router in the line. As the sizthe network provider grows, the
number of router choices grows. Eventually, th@#eket arrives at the default router for
the receiving network. That router knows the IRIA&$ses and the corresponding MAC
Addresses for the computers on that network andetslthe packet to its destination.

SubnetandNetwork Class It would be pretty inefficient for each routerknow
each and every IP Address on the subnetwork. H®réason, IP Addresses are assigned
in groups, where many of the numbers are the s&uoeexample, 192.168.1.10 and
192.168.1.20 are two computers on the same “Classilihet. 192.168.1.10 and

192.168.10.10 are on a “Class B” subnet. Find®2.168.1.10 and 192.169.1.10 are on



the same “Class A” subnet. So long as all the agtwievices on the subnet know what
type of subnet it resides on, they can all commatric In fact, subnets can be reduced
down to as few as 2 IP Addresses. As the numbiét Atidress available dwindles, the
subnets assigned are getting smaller and smdll@s was not a concern at the beginning
of the internet - Stanford University has a classufinet, which is the same number of IP
Addresses given to many small countries.

Now, here’s where subnets help routers. Rathertleading to know and
broadcast to other routers each IP Address onuttrees, a router only needs to broadcast
the network. That means that Stanford’s routeesliramly broadcast 171.0.0.0 and every
IP Packet addressed to one of the Class A subrfaddiResses will be sent to those
routers. Even within a company, departments msaigaglifferent subnets and separate
them with routers in order to reduce network tafflP Packets not bound for an
“outside” subnet will not be routed.

Another reason why computers on a network canngivan random IP
Addresses is that the chance of duplicated IP Adéewould increase, and each IP
Address can only be used once on a network, everastarge as the internet.

Switch: In the description of routers, above, the roigeatescribed as “delivering”
the IP Packet. This is not really true in practitestead, a standard router will
“broadcast” the packets over the network and theard device that owns the correct
address will claim it. This can get inefficientrasre data and more computers are added
to the network. A network switch keeps track ofistihcomputer (or set of computers) is

hooked up to each “port” of the switch, and wilhddP traffic only to the network



segment that holds the appropriate network devibate that subnets are still necessary,
as switches handle less traffic than routers.

Firewall: A firewall is a device that blocks incoming ortgaing network traffic,
to either limit use or secure a network from owsidtruders. Some firewalls offer a
“VPN” or “Virtual Private Network” which is an seos private connection into a network
from outside of the firewall.

Some firewalls perform network address translatwwriNAT”. In this process,
the firewall presents a single IP Address to thedy@nd each of the internal IP
Addresses share the single external address. furtier secures the internal network
because intruders cannot “find” any specific inségmachine. An additional benefit is
that internal IP Addresses can be duplicates ardith Addresses on the internet - as the
number of computers proliferates, NAT can be use@duce the number of IP
Addresses used.

Domain Name It would be impossible for people to remembemgwempany’s
IP Address, for use in such things as world wide e@nnections and sending email.
Thankfully, “domain names” and “host names” carubed as monikers to represent a set
of IP Addresses or a single IP Address respectiviety example, with

www.computerlaw.com, the “.com” describes the type of domain it is (coencial),

“computerlaw.com” describes a set of IP Addresssgaed to Russo & Hale LLP, and
“www.computerlaw.com” identifies a specific IP Addis, namely the Russo & Hale web

server.



ICAAN : Domains were originally handled in the U.S. ksiragle organization,
but has since been decentralized to a variety mipebing organizations. These
organizations are responsible for doling out donmames and IP Addresses, and for
resolving disputes relating to domain names. Ed¢he domain name authorities are
“managed” by the ICAAN, or the Internet Corporation Assigned Names and Numbers.
The ICAAN doles out blocks of IP Addresses to tiieetent authorities; this is an
important function — as blocks of IP Addresses bezomore scarce, ISP’s become
willing to pay more and more for them to offer keir customers. Some ISP’s, for
example, now refuse to give a fixed IP Addressd@ustomers, instead forcing
customers to share a pool. “Owning” a block oAliRIresses can make a company far
more valuable.

The ICANN also sets domain name dispute policias ¢éach sub-authority must
agree to, and which in turn all parties registedognain names must agree to.

Domain Hierarchy: In the US here are several “top-level” domain eaneach of
which is intended to have meaning. There are eadéast rules as to which must
used, but convention dictates the following:

.com: This term has become ubiquitous for commercighoizations on the web.

.0rg: Non-commercial organizations and associationsilshase these addresses.

.gov: These domains are reserved for the government.

.mil: These domains are reserved for the military.

.net: These domains are used primarily by network mless, though some other

commercial companies have used them.



.cc: Another commercial designation.
Additionally, there are new and upcoming top-led@inain names. These are
listed at http://www.icann.org/tlds/.

[l. The Modern Internet

The internet as we know it today is very differtran just five or six years ago,
and unrecognizable compared to ten years ago996,Xhe primary way the internet was
accessed was through “terminals” to command lirre@dJnix (and other OS - TOPS20,
VMS, etc.) computers. These terminals were jusilations of what was actually
happening at the main computer - the internet vgasl for connectivity, but the
computing power was completely centralized. A stidunning a complex program on
multiple terminals could bring a central computeatvirtual halt.

Today, resources are far more distributed, anchfare complex. Once again, an
understanding of the lingo will also serve as ademnstanding of the modern internet.

DNS or Domain Name ServiceThis is the protocol used to match up IP
Addresses with domain names. Additionally, DN®$w# for a “reverse look-up” which
ties a domain name to an IP address. If DNS izootigured or not working for a
computer, then the domain and host name will negdlve” to an IP Address, and the
attempted activity will fail. Even if DNS does nebrk, however, you can often simply
used the IP Address (if you know it) to achieveghme results.

Ping: This is one of the smallest and most usefulgesgrams there is - it sends a
packet (using the ICMP protocol) to a network devand reports whether a response was

received. This allows testing of both the recegvilevice and the connection between



them. An companion programtraceroute, which reports each router hop from the
current computer and the destination; this allosvgdsting of any breakdowns in the
system.

Unfortunately, ping can be used for destructiveppses in a “Denial of Service”
or “Ping of Death” attack. Using a variety of lui@d machines (usually through a trojan
horse), a cracker will send millions of pings teeaver, until the server can handle
nothing else. A series of such attacks took pla@®00, bringing several of the largest
web providers in the world, including Microsoft, @o, and eBay to their knees.

SMTP: The Simple Mail Transfer Protocol is the primargthod that electronic
mail is forwarded around the internet. It is ralagts simplicity, as it is still the
standard so many years after its creation. SMEPstere and forward protocol. A mail
address is sent from one mail server to anothdriturgaches its destination.
Sometimes, that can be a single computer to andibeother times it may take many
hops. If the receiving computer is not workings #ender will store the mail for a period
of time (usually five days or so) or until the rew@eg computer is working.

Telnet: This was the primary method for accessing cectalputers by a
terminal window. A telnet session is simply a coamak-line “shell” to the central
computer. This is usually the Unix version of D@®mpt, though some systems offer
more sophisticated programming. For example, theaky of Congress offered (and still

does offer) its LOCIS menu driven system via telnet



Usenet The usenétis a conglomeration of thousands of discussiongo
relating to every topic imaginable. Users post omnts or questions, and other users
reply with their own comments, questions or answers

FTP: This was the original, and for many is still, femary file transfer protocol
on the internet. One computer can connect to anattmputer offering FTP services,
view a list of files available, and “download” oaemore files.

Gopher: This was a precursor to the world wide web. dsva text based
hyperlinked system of data retrieval. It and @sigin the Wide Area Information Service
(WAIS) were the first successful attempt to linkoirmation on different computers
together in either a searchable or hyperlinked form

World Wide Web/WWW/HTTP : For many people, the world wide web is
synonymous with the internet. How often have yeard someone say that “their
internet is down” when what they really mean id thay cannot obtain world wide web
access (on a side note - sometimes the “interrtgivig” when really all that is happened
is that DNS is not properly resolving host names).

The world wide web is founded on the HyperText BfanProtocol (HTTP).

This protocol governs how world wide web servelis ta world wide web browsers.
The protocol is defined by the World Wide Web Catison (W3C)?

Web Browser. These computer programs serve two purposest, tiey use the

3Google has recently purchased the usenet architteeoneb, at http://www.google.com.

“See http://www.w3.org/ for a full listing of W3Cgqiocols.



HTTP protocol to communicate with world wide welovsee providers. Then, they
display world wide web content received from thpsaviders. Browsers can be simple
and text based (like Lynx) or very complicated aoaverful, like Netscape Navigator or
Microsoft Internet Explorer.

URL orUniform Resource Locator. The URL is a descriptor that tells a web
browser (or other internet enabled program) whetedk for services. One example is
“http://www.computerlaw.com.” The URL is often ussynonymously with the “web
address”, but in reality it can be used for a \wgraod protocols, such as
“ftp://ftp.microsoft.com” or even a “gopher://” adkbs.

Open Source The internet was built in part by the sharingofle and “open
source.” Open source calls for the free distrinutof source code, along with free
modification of that source code for use by otlie@pen source went a long way to
creating a aura of freedom, sharing, and buildimghe shoulders of giants. This, of
course, creates a problem as the internet shitifée for service model.

E-Commerce This is discussed in more detail later in thisgpam, but suffice it
to say here that e-commerce at its broadest isahglomeration of transactions, whether
personal or business, on the internet. More ndyratns the buying of goods and
services on the internet.

ASP or Application Service Provider. This is a new model of providing services

- it is the provision of application or managemsatvices over the internet. For

°A detailed discussion of open source is discusseg! h
http://www.gnu.org/philosophy/free-software-fordaom.html



example, Network Associates provides a central@edvirus management service
through its McAfee ASaP service. Microsoft hasuretp offer its Office suite via an
ASP - essentially a rental of its software. Thedjie of an ASP is that for continuing
payments, the latest version of the software iagbavailable for use by the specified
number of users.

Instant MessagingandChat: Realtime communications has been available for
years through the IRC protocol. However, the bt@ded versions of IRC programs can
be cumbersome. America Online popularized chatiyngreating graphics based “chat
rooms” for its customers. Several companies nder @hat and other conference
features (such as shared document editing).

Additionally, “instant messaging” has gained popityeof late. This is a window
that pops up on a screen with a message or reggestihat. This functionality is even
available on telephones via the SMS (Small Mesgg8istem) protocol on GSM phones
and even through two way radios on Nextel phorestant messaging is far more
intrusive than electronic mail, because it intetsuphatever the user is doing when a
message is received. However, it also provides fouch higher availability for real
time discussions.

Streaming: Streaming is a form of data delivery for audiad amdeo. Because
audio and video files are large, streaming pro®balve been developed that allow for
playing of media files before they are completalysent on the receiving machine. The
result is the ability to watch video or listen tad# as it is being downloaded from a

remote location.



V. Tools of the Trade and Their Operators

The internet doesn't just “happen”. Instead, ibuslt by people and equipment
that put it all together. Some of this equipmeaswliscussed above, suchragters and
switches.

Server. A server is a computer — usually a powerful orieat provides whatever
shared access the server administrator desirgserSean provide file sharing, electronic
mail relays, world wide web services, or even gghputing power. Virtually any
computer can be a server, including desktop andpagomputers; this, of course, can
lead to security problems.

Intranets andExtranets: These are stylized terms that describe “minirimsés”
that usually have limited access. An intranet liguefers to a network for employees of
a company or members of a group, while an extnameprovide access to clients or
customers. These differ from a standard local aedaork (LAN) in that they provide
structured data presentation, typically via a wabep

Client/Server: This model of data processing has gained favtimerpast few
years. Essentially, part of the processing powgerformed at the local computer (the
end user’'s computer) where the display of dat@rfopmed, and part of the processing is
done at the central server, where the data isddcathe benefit is that network traffic is
reduced because the data can be processed bafoserit, and processing resources are
distributed so that clients (which are less poweffan the server) do not slow down
unnecessarily. Common client/server applicatiorsaail programs and high-end

databases.



Thin Client: This is a form of computing that hearkens bactheodays of
mainframe computers and old telnet clients to edewmputers. The idea is that the
computer has just a monitor, network adapter (aleriy a few other component required
to make it work). All other resources, includingea the operating system, are located on
a central computer, even over the internet. OgiBns person’s applications and data
would follow them wherever they go, from thin cli¢a thin client.

ISP or Internet Service Provider. These are companies that provide internet
access to individuals, organizations, and companiéy provide a Point of Presence
(or POP) in most cities. The idea is that thet“tage” to the ISP is as short as possible,
whether it be through dial-up, broadband, or T1.

Backbone These are “super-ISP’s”. They sometimes proi&ieservice to end
users, but more often they provide internet actesther ISP’s.

Peering AgreementsPeering agreemefitallow backbone providers to connect
to each other directly rather than forcing packetsavel through intermediate networks.
For example, at MAE’s (Metropolitan Access Excha)gead NAP’s (Network Access
Points), each network backbone connects to veryegolwrouters which are all
connected to each other. However, there are disodptic cables that directly connect
two backbones while bypassing the routers.

In short, someone has to pay for access on theaiteUser’s pay smaller ISP’s,

smaller ISP’s pay larger ISP’s, and larger ISP Im@ckbone providers. Should

®An example peering agreement can be found at
http://www.ripe.net/ripe/mail-archives/eof-list/148025-19941201/msg00013.html



backbone providers pay each others? Should ISB'®ach other directly so they don’t
have to pay backbone providers? Peering agreerelpt@answer these questions - they
allow ISP’s and backbones to trade access in todemve payments and more efficiently
route traffic.

Digital v. Analog: Digital data is in the form of 1's and 0's, dts@wn as bits.
That is, each bit is either on or off, and the catepwill process the series of bits in
accordance with how the microprocessor and oth@apater components are designed.
Analog data is sent in the form of high electrieakels, low electrical levels and
everything in between - think of a decibel meteaswing all of the volumes as
compared to “the clapper” which is either on orwfen it hears a sound. Even if data is
sent in an analog form (such as through an anatmem), the data is converted to and
from digital data for use by computers.

Bandwidth: Bandwidth describes how much network traffic aamek can hold.
It used to be described a “baud rate” or bits peosd — the first modems were 300 baud.
Now it is described as kilobits per second or mégaier second. A kilobyte is 1024
bytes. A kilobit is 1024 bits, or roughly 1/8 okéobyte (there are 8 bits in a byte).
Similarly, a megabit is 1/8 of a megabyte.

People often confuse bandwidth with speed. Theadrgphowever, different. An
IP Packet can only travel so fast — the speedybf!li The slowdown is when there are
collisions among the packets (or more literallflismns of electrons) in the network.
This is why switches are important - they redudéstons.

Imagine two water pipes. When full, water willueh through the pipes at the



same speed (that is, feet per second) under the geessure. However, the larger pipe
will deliver more water in the same period of tim@andwidth is the same way - it is the
size of the pipe to the internet. For examplééf average amount of traffic for a small
office is 256 Kbps, then a 1.5 Mbps connection nélrer be full, and a 256 Kbps
connection would appear just as “fast” as a 1.5 $dygnnection. If, however, a company
is transmitting uncompressed video, then even Mbp8 connection may not be enough
to allow all of the data through.

Dial-up andPPP: This is internet access via a telephone lineandnalog
modem. PPP is short for Point to Point Protocplicocol used to emulate a TCP/IP
network device over a telephone line. The fastedtup connections today are no more
than 53 Kilobits per second. ISDN modems can pl@wup to 128 Kbps access, but the
use of ISDN has fallen out of favor with the incged speeds of broadband.

Broadband: This is the generic term for a newer form of hggieed internet
access delivered to homes and businesses. It @asses DSL (over a telephone line),
Cable Modems (delivered with telephone cable),areh a wireless signal (received
over long distances from a transmitter). Bandwidh vary from 184 Kbps to over 5
Mbps.

T1: This is an older form of internet provision (tlybuT1 and T3 lines have been
used for point to point networks as well). A Thikased line from a telecom provider
(such as the local telephone company). A CSU/DSuised at each end of the line to
convert the signal from IP to a form that can lamsmitted over the T1. T1 speeds

usually cap at 1.5 Megabits per second. T3's @jitehcan have significantly higher



bandwidth.

Fiber or Fiber-optics: This is the current state of the art in high haiclth
network access. Fiber is a bundle of thin butdsglass cables that carry data signals in
the form of light. The bandwidth is extraordinaoy & variety of reasons. First, there are
almost no collisions. Second, there is far legsriarence because there is no electro-
magnetic movement. Third, data is transmittedtdligi (that is, in 1's and 0's) rather than
in the form of an analog electro-magnetic wave.siMiackbone provides and even many
ISP’s are using fiber-optics to increase bandwadthhe internet.

Wireless New standards are available for wireless acdaéssrever a short
distance or a long distance. Over short distartbedeading protocol is IEEE 802.11b,
while a new protocol, called “bluetooth” is beingveloped. Over long distances, the
protocols tend to be more proprietary to the pressdeither via ricochet wireless
modems, two-way pagers, cellular phones, or haddPBIA devices. Wireless
broadband and one and two-way satellite accedsasagailable.

HTML orHyperText Markup Language: This is the language is used to define
web pages. It consists of a variety of “tags” tthefine attributes as simple as font size
and typestyle, and as complicated as forms, bytarsgraphics. A tag is text in
brackets (like <b> for bold). A tag must be openad closed (such as </b>). The web
browser will parse and convert the HTML to the fatrehown on screen. HTML is a
subset of SGML (Standard Generalized Markup Langua§GML generally defines the
use of “tags” which are parsed in different waysneate data.

XML or Extensible Markup Language This is a language similar to HTML



because it is also a subset of SGML - it usesttagata fields and to create a hierarchical
set of records. For example, this section might be

<Section><Header>Tools of the Trade and Their Gpesa/Header>

<Text>The internet doesn't just “happen”....</Text>

<Subsection><Header>Servers</Header>
<Text>A Server is a computer....</Text>

</Subsection>

<Subsection> ...

</Subsection>

</Section>

Aside from being a potential alternate to HTML ielmpage formatting, XML is
viewed today as the panacea of interoperabilitwbeh different types of databases. The
goal is to use XML tags and structures to repredat# - if both systems understand the
structure, data can be shared.

SOAP (Simple Object Access ProtocalSOAP is an XML based standard that
allows for the exchange of information and procectalls (remote control) in a
distributed environment. The goal is to have thsted content and management
services so that all data is not compiled in alsit@cation. This is an emerging standard
that has yet to be adopted broadly, though itisigg support.

DOM (Document Object Model). This standard is similar to SOAP - it sets forth
the ways that content should be managed and fathatt

Search EnginesA variety of search engines have been creatéélfpmanage



the millions of pages of web content on the interiéhere are two types of engines. The
first are “crawler” type engines, which index dlltbe words in web pages for retrieval.
The better search engines will sort by relevancepapularity. Two of the more popular

engines aréttp://www.google.conandhttp://www.altavista.com.

The second type are hierarchical search meth®ldsse will select (either by
crawling or by submissions) web pages and categéem by topic. Yahoo, at

http://www.yahoo.cons the most popular such site. Few people todaykthat yahoo

actually stands for “yet another hierarchicallyanged oracle”.

JavaandJavascript: Java is a programming language developed by Sun
Microsystems. Its primary distinguishing featusehat it is designed to be computer
operating system independent. Any computer theh#ava Virtual Machine on it can
run a Java program. The application to the intamebvious - developers can write one
program, and web browser developers can createMleguval Machines for each
operating system. The result is that the singteaaill run anywhere.

ActiveX: ActiveX is an interface developed by Microsoftr@aration. Similar to
Java, ActiveX controls are executable files thegtvalfor web content providers to
provide additional features on web pages. Unld&ealapplets, ActiveX only runs on
Microsoft Windows based operating systems. Howawealike Java applets, ActiveX can
take advantage of a variety of Windows based featur

IT andlS: These mean “information technology” or “infornatiservices”.

These are the people who design, manage, and mnainéshardware and software

infrastructure that is the internet. They do etléng from set up computers to design



software that runs the most powerful web servedsagplications in the world (this

definition would include software engineers as yvell

V. Data Types

There are a variety of data types you will findtba internet:

.htm and.html: This is the basic file type for html files - thaye rendered to
what we see on the screen of web browsers.

.aspand.jsp: These stand for active script program and Janptgrogram
respectively. These are special dynamic web pigesre built by scripts for either
ActiveX or Javascript language.

.avi, .mpeg and.asf These are video file formats, that are played variety of
media player programs.

.wav: This is the uncompressed audio file format. Efdes can be enormous - a
full three minute song can take 50 or more megabyte

.mp3: This stands for “mpeg, layer 3". This is the mpsgpular format for
compressing encoded audio files. It's ability teajly reduce the size of files has helped
fuel a proliferation of music sharing. Despitedgesmaller than .wav files, these files
can take up significant bandwidth and hard dislcepBleft unchecked. Similarly,
companies are growing increasingly concerned wothyaght infringement issues by
their employees.

Jpg and.gif: These are picture file formats. The .gif fornsapatented, and is not



used often in any event because they are larger.jipg files due to lack of compression.
.Zip, .0z, and.sea These are compressed archives - compressingpheuites

into a single smaller file was (and is) an efficiery to transfer files across the internet.

.vbsand.scp These are extensions for executable script fildgey are the root
cause of the proliferation of many viruses. Emaigrams (such as Microsoft Outlook)
can (and used to automatically) execute scrip&elatid to incoming electronic mail. The
script would then send itself to the people indker’s electronic address book.

VI. Issues for the Future

The “New” Communications. Electronic mail, chat, and instant messaging has
forever changed the way people communicate. Hdirthig affect personal
relationships? What effect will this have on disgresolution? Will communications
evolve even further? Indeed, Microsoft’'s new “Kerm” initiative is a set of instant
messaging building blocks for developing applicagio In this view of the world, all
communications are instant!

Battling Standards: An issue now and in the future will be the battlie
standards. New standards battle for desktop swgmgevery day, such as ActiveX and
Java. Of course, we might prefer that the “besthost “efficient” standard win out, but
such is not always the case.

Encryption: Encryption is the process used to convert “clearplain” data into
a form that cannot be read without the encryptooissent. Secured Socket Layer, or

SSL, is a form of encryption used to allow web bsers to communicate with web



servers in an encrypted manner.

Terms of Serviceor TOS: Companies offering web services will frequently
provide a terms of service agreement. This ipE&ly unsigned and even unseen
(though some providers require users to “assentlibiging a button) document that
describes the rights and responsibilities of bbéhweb user and the web content
provider.

Privacy: A primary concern for web users is the privacyl@fir data. The
concern can be as mundane as associating welvisitesl with an email address (hence
causing spam) to theft of credit card numbers. YWaeb content providers have privacy
policies as part of their terms of service. Othveitsuse SSL and other encryption to
protect data. Still others will sell data to masarketing companies without hesitation or
shame. Some will do all three at once.

Spam Spam is the term often used for unsolicited conecrakelectronic mail.

At its broadest, it includes any email sent to @ wgthout the consent of the recipient.

Organizations such as Mail Abuse Prevention Systie@(MAPS) athttp://www.mail-

abuse.ordhave tools to fight spam.

Virus: A virus is a computer program that gets instatiech computer either by
forced entry or accidental installation. Viruses ®de as benign as popping a message up
for the user to read, to as malicious as destragihgrd disk or even a hard disk on a

network server. Some viruses will self propagatedading the email address book of

'Russo & Hale LLP has represented MAPS.



the user and sending itself to other people. Th®Ve You” and “Melissa” viruses were
two examples of this type of virus. The two mospylar anti-virus programs on the
market are Network Associates’ McAfee VirusScan Sghantec’s Norton Anti-virus.

It is important that these programs be updatedueetly, as viruses change over time and
new ones are invented regularly.

Trojan Horse: A trojan horse is a special kind of virus. Thregram either
mimics an actual program or simply installs itsel& hidden place while giving access to
others. One well known trojan horse is “Back @gfi which basically allows others full
and complete access to the computer.

Copying: Despite the 9 Circuit's decision in Napstérthe state of allowable
copying on the internet is not clear at all. Tkeent to which files can be shared and by
whom will be a subject of debate for years to come.

Hackers andCrackers: In the old days, people who “hacked” or intrugedo
computer systems were all called hackers. Thosedihso for fun, or for purposes of
good (ignoring of course the wrongfulness of theaking act itself) were apparently not
happy being categorized with those who intrudedrfgoure reasons. Thus, the term
“crackers” was born. Crackers are essentially éeck the evil universe, and they are
the ones who unleash viruses and steal crediticBmamation. Hackers prefer to expose
weaknesses of computer systems and then tell tHd aloout it in an effort to get the

problems fixed.

8Napster, Inc. v. A & M Records, IndNos. 00-16401 and 00-16403, slip op. (9th
Cir. Feb. 12, 2001).




VIl. Introduction to Legal Issues

By now, you should have an idea of some of thel lsgaes that may arise
relating to the internet. Here are few questianask yourself as we proceed:

e Should the “.com” be given any weight for tradens&rk

eHow do domain name disputes change when a register@emark is involved?

eCan the internet help invalidate patents?

®|s the internet creating too many business metlabeinps?

eHow can anything be trade secret on the internet?

eHow has the history of sharing on the internet gearthey way we look at
copyright in cyberspace?

®\Where can a court exert jurisdiction with a welveein one state and the
parties in different states?

®Can someone be defamed in email? What about @ugeup? Where is the
jurisdiction?

® Are online contracts valid? What if the user neas@n saw a terms of service
document?

e®\What kinds of privacy expectations should attorreyd clients have on the
internet?

e®Can we or should we punish hackers for trespas$at About other web sites
that copy information from our own?

e Should we allow email providers to block spam?2hé&e tort or contractual

liability if they do?



e®\What kind of security should e-commerce providexgd? Should they be
forced to offer this security?

® Are there product liability issues for bugs in wete design and operation?
The internet is the source of these questionspaomé. Understanding how the internet

works is vital to examining how to go about answegithese questions.



